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CRIMINAL CODE AMENDMENT (IDENTITY CRIME) BILL 2009 

Second Reading 

Resumed from an earlier stage of the sitting. 

MR A.J. WADDELL (Forrestfield) [2.59 pm]: Prior to question time, I had been outlining a number of 
questions I was hoping to ask the Attorney General. 

The SPEAKER: Take a seat, member for Forrestfield. All people in this place, I have given the call to the 
member for Forrestfield. I have not given it to everybody else to continue to have conversations. The member for 
Forrestfield has the call. 

Mr A.J. WADDELL: I had outlined a number of questions I was hoping the Attorney General would be able to 
clarify in his response to the second reading debate. I will now speak just more generally on the Criminal Code 
Amendment (Identity Crime) Bill 2009.  

This is a critical bill in that I think Western Australia is one of the last jurisdictions to implement some form of 
comprehensive legislation in this area. The federal government passed its legislation earlier this year. That 
legislation was concerned with wider issues such as money laundering, terrorism and a range of other issues. It is 
critical to have a unified approach across Australia to this type of identity crime, simply because this type of 
crime respects no borders whatsoever. Many of the perpetrators of this type of crime are overseas or in cahoots 
with people who are overseas.  

I might reflect for a moment on some of these types of crimes. Many members will be aware of the so-called 
“Nigerian 911” scams, in which a certain prince or relative of said prince makes contact by email to say that he 
has had a terrible accident and has something in the region of $US35 million secreted in an account away from 
some terrible dictatorship. We are then told that if we as good Christian people can assist in some way, we will 
be rewarded appropriately by having $5 million left in our account. One would think that most people have 
enough commonsense to see that for what it is, but it is remarkable how many people are caught up in this scam. 

Mr M.P. Whitely: That’s the Treasurer’s budget strategy! 

Mr A.J. WADDELL: It may be the Treasurer’s budget strategy! Perhaps he should visit Nigeria. 

This is not strictly identity theft; it is a scam through which the scammer reels in the victim by telling him that he 
needs to pay a few hundred dollars here and a few thousand dollars there to grease the wheels so that money can 
be transferred into his account. He is then convinced to provide his account details to the scammer. This is the 
point at which the paydirt comes in; once the victim has provided this type of information, the scammer accesses 
his account for nefarious purposes. 

There is a secondary scam that is quite critical in comparison with the first example; this one affects people more 
often and is perhaps more effective than the earlier example in the current economic circumstances, and it falls 
within the parameters of this bill. The victim receives in his email inbox an advertisement outlining an 
opportunity to work from home for three hours a week and earn $3 000 a week. 

Ms R. Saffioti: I might do that! 

Mr A.J. WADDELL: Yes, it would be wonderful! 

It is a scam through which an international crime syndicate collects bank account details and uses them to 
fraudulently purchase goods and launder money. People unwittingly agree to these schemes thinking that they 
will get paid $3 000 a week for three hours work. One might think that that would set off some warning bells, 
but people nevertheless agree to it. They allow funds to be paid into their accounts and they begin to receive 
goods. They are also supposed to deposit money into various accounts and so forth. It is really just an 
opportunity for international crime syndicates to get someone to act as a front.  

It seems to me that there is some prospect for such scams to be caught by this legislation because the victims 
may be providing their identities to the people who are perpetrating the scams. It will be up to the courts to 
determine whether there is an intention for identities to be fraudulently used, but the community would be well 
served to be made aware that there is very rarely such a thing as a free ride, and that if an offer seems too good to 
be true—for example, “We’ll give you government if you give us royalties for regions”—it is probably a fast 
track to rack and ruin. 

I commend this bill; I think it is an excellent bill that is couched in terms that are broad enough. I normally argue 
against very broad bills; I tend to worry about things being not well defined, but I think that in this case the bill is 
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well defined but still broad enough to deal with the constant evolution of crime syndicates that use technology to 
steal identities. I commend the bill to the house. 

MS R. SAFFIOTI (West Swan) [3.06 pm]: I rise to support the Criminal Code Amendment (Identity Crime) 
Bill 2009. I congratulate the shadow Attorney General for bringing this matter to our party room long before this 
bill was introduced to Parliament. It was a timely and very effective response to a very serious issue. Identity 
crime is becoming an increasing problem as technology is used more and more every day. When this issue was 
debated last week, I heard a number of stories from members about their experiences with fraudulent use of their 
credit cards and bank cards. I also had a similar experience after coming home from an overseas trip a number of 
years ago. My bank contacted me to let me know that my card had been illegally copied and may have been 
used. Fortunately for me, that was not the case. I think this is very necessary legislation. The shadow Attorney 
General has highlighted that it is good legislation; given his legal experience, I take his word for that. It covers 
all the areas required and will allow Western Australia to catch up with the other states in responding to this type 
of crime. 

The banking sector also has a role to play. I have heard stories from people in my electorate and my staff 
members who have experienced similar issues. People’s experiences depend to a large extent on which bank they 
are with. 

Mrs L.M. Harvey: At the risk of using an advertising slogan! 

Ms R. SAFFIOTI: Yes! 

Some banks are very good and some are very bad. The burden of proof that is levied on the victims of such 
crimes is sometimes very substantial, and it is very difficult for people to have to spend money and time going 
through the process of proving that they are not at fault. The recent experience of such scams in Western 
Australia drives home the realities of globalisation and the international marketplace for the transfer and use of 
money. This sort of crime is now something that can be generated from overseas by people taking advantage of 
Australian banking systems. Easy access to funds across the globe makes this legislation very necessary. 

It is a pity that the Attorney General is not here because I would like to quickly mention one last thing. We spoke 
earlier about the urgency of the bill; as acting Whip for the past couple of weeks, I am disappointed with the way 
in which this bill has been brought to Parliament and handled. The shadow Attorney General and the Labor Party 
were expected to be able to get across this bill within a very short time. On Tuesday night we were told that we 
would be debating this bill the next day as an urgent bill. I asked on several occasions for a copy of the bill to 
give the opposition at least a few hours to try to comprehend what it contained and how it compared to the 
shadow Attorney General’s private member’s bill.  

I am glad the Attorney General has returned to the chamber. As I said, I asked on Tuesday night whether we 
could get a copy of the bill to have a look at. We never received one, and we only saw the bill when it was 
introduced. I know that sometimes government works in particular ways and bills have to be rushed in, for 
whatever reason, be it the management of the house or the will of the cabinet, but I do not think it is 
extraordinary to ask for a copy of a bill 24 hours before it is due to be introduced—it has to have been printed by 
that time. It was dismissive and arrogant of the government to not even respond to our calls to have a look at the 
bill. As acting Whip, trying to manage that, and seeing first hand the pressures that people are often put under to 
speak on these bills without adequate preparation, and seeing that both sides have processes within their parties 
that require members to consider legislation before forming an opinion, I was very disappointed. I know the 
Attorney General probably does not care, but I was very disappointed by the fact that inadequate time and effort 
was applied to giving us a copy of the bill 24 hours before it was introduced. 

MR M. McGOWAN (Rockingham) [3.12 pm]: I will make a few brief comments on the Criminal Code 
Amendment (Identity Crime) Bill 2009, to point out a few things. First of all, the legislation addresses a lacuna 
in the existing law that has been talked about for some time. The lacuna is a problem that has been identified 
with people using or having possession of material that can be used to commit an offence. This offence was not 
envisaged historically, going back a few years, even though the use of electronic technology for banking has 
been around for a very long time. However, the use of technology by criminal elements to defraud financial 
institutions using, in effect, the technology of the institutions themselves appears to be a more recent 
development. The use of electronic scanning or skimming devices on automatic teller machines has been around 
for some time, and the insertion of electronic chips into devices in shops and businesses is a more recent 
development. It has been a problem for the automatic teller industry for some time. 

This problem was identified by the member for Mindarie, who brought forward legislation from an opposition 
point of view to deal with it, but those laws were rejected out of hand by the government. It is interesting that the 
opposition has brought forward legislation on this issue, as well as rock throwing, butane gas inhalation and 
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breastfeeding, all of which were rejected out of hand by the government. The only one that subsequently came to 
fruition was the breastfeeding legislation, and that followed a public outcry. I think the Attorney General was 
somewhat shocked by the impact his response had on people, as was the Treasurer. All these issues were 
identified by the opposition, and legislation was brought forward and rejected by the government. 

What has the opposition done in relation to legislation introduced by the government on these issues? We have 
supported that legislation. When the government introduced it, we have supported it. A phenomenon has arisen 
in which the opposition identifies an issue and brings in legislation, and the government pooh-poohs it, rejects it 
out of hand and then copies it. Would it not be better and more efficient if the government could have worked 
with the member for Mindarie on the legislation that he brought forward to pass these laws a lot earlier rather 
than using this quite undemocratic and unaccountable process whereby we get a copy of the laws the day before 
they are debated and expected to pass through every stage on a single day? The ordinary rule is that the 
legislation is supposed to lie on the table for consultation for a minimum of three weeks from the moment it is 
introduced. At least members then have time to talk to their colleagues about the legislation and examine it. 
However, in the past couple of days, three pieces of legislation have been introduced to my knowledge that the 
government wanted to get through on the same day or within a day or two of their being introduced. We have 
agreed to that largely, but it might have been better had the government listened to the pleas of people such as 
the member for Mindarie to address these holes in the law, and perhaps worked with the member to achieve the 
outcomes he was attempting to achieve. 

The second point I want to make is that these laws identify the problem of people possessing identity theft 
equipment and technology, and make that an offence. It is all very well to create an offence, but it is another 
matter to catch the people responsible. I hope that the government does not simply identify the problem with the 
law and pass the legislation thinking there will no longer be a problem. That will not solve or fix the issue. We 
must identify the people who are in possession of this equipment that can steal people’s identities. The resources 
of the state and of the police must be dedicated to that purpose. This is an insidious crime and I suspect that, with 
the way that technology is going and the way in which illegal profits are able to be made with impunity through 
this sort of crime, it will be a growth area. It does not require a person to bash someone or walk into a bank with 
a shotgun. It does not require the perpetrator to involve himself with criminal elements selling drugs on the 
streets. All that is required is that a person be good in the operation of computers and the use of technology. I 
cannot see a career in this area for myself in the future, considering my knowledge of these issues, but I suspect, 
with the growth in the knowledge and use of technology, this will be a criminal growth industry in the future. As 
I said, passing laws is one thing, but catching the people responsible is another. If the trends we saw in the recent 
fast-food chain cases continue, confidence in the non-cash plastic economy and in the use of automatic tellers 
will decline. That potentially has a serious impact on people who have their money invested in banks, and it has 
a serious impact on the banks themselves and on those businesses that rely on the use of the plastic economy. 
Although this sort of crime is not as violent or damaging to human beings as other methodologies by which 
people steal money, it still has a potentially damaging effect on large sections of the economy. 

The laws have been identified, and they will be passed in spite of the poor parliamentary practice engaged in by 
the government and the government’s very poor behaviour. The government has completely lost it in the 
management of this Parliament. I can tell by the Attorney General’s tone on these matters that he seems to be a 
reasonable and decent person, although I note that even from the age of nine years he had a very deep suspicion 
of people who might be vaguely identified as centrist to left wing, based upon the length of their hair. I assume 
he acquired that deep suspicion for people on this side of the house when he was at the breakfast table as a young 
toddler and that it has developed throughout his life. Despite that, even he would know that Parliament deserves 
to be treated better than it has been treated this week and will be treated next week. This relates to the 
government’s behaviour in the administration of legislation, and indeed its behaviour relating to the stop-and-
search laws that we dealt with last week, when members of this place, particularly the member for Mindarie, the 
member for Warnbro and I wanted to make speeches during the third reading debate on that iniquitous piece of 
legislation. The form of parliamentary behaviour that the government has engaged in this week needs to be 
stopped; otherwise, it is heading down the track of treating the Parliament as a rubber stamp, and that is not what 
it should be. Government members need to identify the people who are doing it, and I would like to hear some 
answers about that from the Attorney General, although I suspect he will not have any.  

Having said all those things, our cursory examination of this legislation, which has been cursory due to the short 
time in which we have been able to examine it, indicates that we will support it. The member for Mindarie 
deserves some credit. I am told that the ideas that he came up with in the drafting of his bill have been crucial in 
the creation of this piece of legislation. Once again, he makes his mark on the laws of this state despite the fact 
that he sits on the opposition benches. The role that he has played could easily have meant that we would have 
had laws in place earlier to deal with this issue. It could easily have meant that we would not be adopting the 
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practices that we are now adopting because of this mad rush at the end of the parliamentary year. Having said 
that, I indicate again that the opposition is supportive of the legislation; we just do not appreciate the process. 

MS J.M. FREEMAN (Nollamara) [3.25 pm]: I also rise to support the bill. I do so because I have a bit of 
experience that I want to share, having been involved in the superannuation field, which is a big area of identity 
theft. It is a big issue for many people, because superannuation is a large source of income, as members may 
imagine. Superannuation companies must try to identify any risk to ensure that people’s funds are protected. 
Superannuation companies must comply with federal laws and laundering and identity theft legislation. My 
question to the Attorney General is about how this bill will work in with that legislation to ensure that people 
who suffer the crime of identity theft will not be caught between two pieces of legislation and the red tape that 
can result from that during a very stressful time, especially when they are looking at their retirement income.  

Mr C.C. Porter: Can you explain that again? 

Ms J.M. FREEMAN: I want to know how this legislation will interplay with the federal legislation relating to 
money laundering and identity theft. Will people be able to certify that that has happened to them and will they 
be able to re-establish their funds? I also want to know how the legislation will interplay on the question of who 
will prosecute. Have those issues been looked at? As has been said today, there are many cross-border aspects to 
this issue. Apart from very small public funds, superannuation funds are nationally based and must comply with 
national law—other than the Government Employees Superannuation Board at this time. Superannuation is a 
huge source of income. If people can steal other people’s identities for superannuation, it is a lucrative way of 
being able to obtain funds. 

Current federal legislation requires organisations such as those managing superannuation funds to adopt risk 
management strategies. They must have a whole set of risk management strategies to identify whether someone 
is getting money legally. Many people have multiple funds. They transfer money from one fund to another. They 
fill in a form and try to consolidate their superannuation into one fund. Identity thieves go into mailboxes and 
steal letters. They then steal an identity, which allows them to consolidate the money into one fund. They then go 
overseas where they can get the superannuation moneys. They can therefore end up stealing quite a substantial 
amount of funds. The industry has been very successful in identifying that. I understand that a couple of federal 
cases are being prosecuted, probably as I speak. It is very important for administrators and superannuation 
companies to have strategies that indicate when that is happening and alarms that go off in the process. Although 
this bill does not deal with it, that is what the federal money laundering and identity theft legislation does.  

The federal legislation also requires organisations to have risk management. In drafting this bill, and given the 
Attorney General’s answers to the member for Forrestfield on the question of births, deaths and marriages, were 
there discussions with the Department of Commerce or other departments about any risk management processes 
to minimise such things as the fast-food chain issue, which should never have got to the point it reached? The 
fast-food chain should have had indicators at an early stage. It should not have got to the stage of there being big 
media coverage, because that gets everyone worried. It ramps it up and people lose confidence in the financial 
system, which we require because of the way in which our economy is based. That is very much how the 
superannuation industry looks at it. It is a real reputation risk if these things are allowed to occur. The Australian 
Securities and Investments Commission and the federal legislation therefore place upon those organisations the 
responsibility to ensure that those indicators are in place. In the drafting of this legislation, was there any broader 
discussion about ensuring that companies have some sort of process for risk management and identifying when 
they may be putting their clients at risk of identity theft? 

I have a general question which the Attorney General probably cannot answer but which he may be able to pass 
on to his colleague the Minister for Commerce and Treasurer. GESB does not have to meet the requirements of 
the federal legislation because it has not been neutralised yet. Since we are looking at this issue, are we walking 
the walk as well as talking the talk and have we looked at one of the most vulnerable areas in order to protect 
people’s identity and their future retirement savings? 

MR M.P. WHITELY (Bassendean) [3.28 pm]: I want to make an extremely short contribution, one of the 
briefest contributions I will make on any piece of legislation. I could not let the opportunity pass without 
commenting. The government is obviously legislating to prevent electronic identity theft. As other members on 
this side of the house have said, we will of course be supporting the legislation. However, I cannot let the irony 
go uncommented on when this government has substantially rewarded non-electronic identity theft in the form of 
the identity theft that was performed by a minister, Hon Peter Collier, who stole people’s identities, without their 
permission, to gain a personal advantage and a future in politics. This government tolerated and rewarded that 
behaviour. This was all fully disclosed before he even became a member of Parliament and yet his identity theft 
was tolerated; it was rewarded; he was promoted in the Parliament and promoted into the ministry. The irony of 
this government passing this legislation when it has a forger in the cabinet could not go without comment. 
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MR C.C. PORTER (Bateman — Attorney General) [3.30 pm] — in reply: I thank all the members opposite 
for their contributions to the Criminal Code Amendment (Identity Crime) Bill 2009. I will try to address as many 
of the specific issues raised as possible.  

A person remarked to me after hearing the member for Mindarie’s contribution on the rock throwing legislation 
that he is the type of person who could speak for five or six hours on his views about the relative merits of 
vanilla versus coconut ice-cream. That was not said to me by way of complaint or criticism. I think that that is 
the mark of a very good lawyer who is able to see enormous scope in what might, to an untrained eye, constitute 
minutiae. What is remarkable to me is that the member managed in those types of arguments to be so 
unbelievably passionate about what might be small matters of detail. Perhaps it is a mark that this legislation is 
about right that the member for Mindarie’s passion in his contribution was directed to matters not directly 
relevant to this legislation. However, I will not stray into those matters because I think that this present bill is 
probably important enough to warrant as much time as I can devote to the specific issues about it that were 
raised. I obviously appreciate the member’s observation about when I may or may not be embarrassing myself, 
primarily I guess because it comes from someone who is uniquely qualified to comment on that issue, so I will 
listen to what the member says in that respect. 

I might address the member for Mindarie’s specific issues about the bill after I have addressed the issues raised 
by the member for Forrestfield because I think many of those issues the member for Forrestfield raised were for 
a person without a legal background and are precisely the types of questions that were raised during the drafting 
phase. No doubt the member has been aided in his assessment of the bill through his particular acumen in 
matters technological.  

First of all, I will address the issue of the certificate. There is no perfect solution, unfortunately, to that issue. I 
will go on to speak in a moment about the issues that the member for Nollamara raised, but I did not want to 
hold up the drafting of the legislation any further whilst I investigated the possibilities of some kind of certificate 
that could help victims of identity theft, which could be issued in a non-judicial setting. The reality is that in a 
judicial setting I will simply have to wait until the matter is finalised. When the matter is finalised, proven 
beyond reasonable doubt or subject to a plea of guilty, and there is a sentence after conviction, we know that 
there is an offence and that, definitely to the standard the court requires, there is a victim. However, there might 
be any number of situations whereby people are, we know as a matter of commonsense and on the balance of 
probabilities, if we like, victims; they have had their identity stolen, money has disappeared from their bank 
accounts and there is no dispute about that but no perpetrator has been identified who might ever be convicted. 
Therefore, we need to address some way in which we can go about offering assistance to victims who are in that 
situation and that will need to be administrative rather than judicial. We will start working on that and, in fact, I 
have already made some points to my director as to how we might go about it. It seems to me that the Registry of 
Births, Deaths and Marriages is the appropriate place to assist in that respect. I have to say that that may not be 
without its difficulties, one of which might be that a form of identity crime could be to pretend that someone 
were a victim of identity crime to get a formal certificate to say he is who he says he is. It may not be without its 
difficulties and it may not be without its costs either, but we will have to look into that to see how that might be 
achieved. 

The member for Forrestfield raised some very interesting issues. The bill’s definition of the term “identification 
information” is — 

… information relating to a person, whether living or dead or whether real or fictitious, that is capable 
of being used, whether alone or in conjunction with other information, to identify or purportedly 
identify the person and includes — 

A rather expansive list about what that could include follows. The first thing to note about that definition is that 
it has the word “includes”, which in the legal formulation is of course that it is not limited to these matters, but 
the drafters sought to give as much guidance as possible to the court about the types of information that the 
legislation intends to capture. However, there may be different types of information as we go forward. I 
anticipate that at some point in time that list might need amendment in the future; however, it has been drafted in 
a way that is broad enough to capture things that are emerging as types of information that are valuable to a 
would-be identity criminal, such as biometric data, voice prints and so forth.  

The member pointed out that identification information could pertain to a person living or dead or indeed 
fictitious and he also raised the issue of companies. The way in which that problem would be resolved, to the 
extent that it is a problem, is that an identity might be assumed by someone through the means that are set out in 
this bill. That could be the identity of a real person, such as the member for Forrestfield or the member for Ocean 
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Reef, or it might be the identity of a fictitious person. The definition of “person” in the Interpretation Act 
states —  

… includes a public body, company, or association or body of persons, corporate or unincorporate; 

Some of the identification information clearly relates directly to a corporation—Australian Business Numbers 
and so forth. However, as the member pointed out, business names and other things that may pertain to a 
corporation are not specifically listed. Under the Interpretation Act, “person”—which is a standard 
formulation—will apply to individuals as well as corporations. Where the legislation states “other information, 
to identify or purportedly identify the person”, “person” should be read as “corporation”; therefore, it applies to 
both. I think that explains that issue. Another issue the member raised concerned fictional and non-fictional 
people. The legislation is quite clearly designed to pick up identity crime whereby somebody assumes the 
identity of a fictional person. It might be the case that someone amasses information that allows him to assume 
an identity for the purposes of committing an offence, such as “James Bond”. We know that James Bond was 
actually a real person because he was the author of a book on bird watching that Ian Fleming used to read at the 
time he was writing his novel, so there would no doubt be many instances where the fictitious person is actually 
also, as a matter of fact, a real person. However, it is not inconceivable that someone could amass information 
that pertained to James Bond and assume that identity or maybe a fictional character of lesser import; it is simply 
not impossible. Therefore, the legislation has been designed broadly to capture that situation. I think that 
explains the issues around fictional persons and Australian Business Numbers. 

The member raised an interesting issue about stores and the supply of this type of information. That is another 
critical issue. New section 490, “Making, using or supplying identification material with intent to commit 
indictable offence”, provides protection to a store, such as Tandy Electronics; it would need to have intent to 
commit an indictable offence when supplying information. As the member pointed out, the critical precursor 
legal question that would be run at trial is: how much knowledge did the store have about the intent of the person 
to whom it was selling the equipment? In some ways the jurisprudence is in this respect similar to the 
jurisprudence in respect of the concept of parties to an offence. There have been a range of cases in which, for 
example, an individual has supplied an arc welder to a person who later turned out to be an armed robber. In 
trying to argue that the individual was a party to that offence, one needs to argue the individual’s intention to be 
a party to the offence and that the individual had done something in aid of the offence. All of that presupposes 
some extent of knowledge; the higher the extent of knowledge, the more likely it is for one to prove intention. It 
may be that one could prove intention because someone has confessed or something of that nature; obviously, 
intention is a big insight into a person’s head. Using the example of the Tandy Electronics store, if an errant 
employee of Tandy’s were to sell or supply the identification material—maybe this is a slightly confusing 
example because that is with respect to equipment that one would have to possess. If a staff member of a bank 
was supplying identification material that was otherwise lawful to people who then used the material to commit 
an indictable offence, the question would be: did the person supply in circumstances in which he intended that an 
indictable offence be committed? It may be argued that the person is party to the offence, or would fall within 
the terms of proposed section 490, because he or she was supplying identification material with intent to commit 
an indictable offence. That would be played out in terms of the proof of knowledge of the offence. An interesting 
case, to give the member an idea of how that works, is that of Maxwell. That case was run in the context of 
knowledge of whether a person was a party to an offence. It was a case from Northern Ireland, in about 1978. In 
that case, the question was the degree of knowledge, because an accessory drove a terrorist to a hotel in the 
knowledge that the terrorist would either plant a bomb or shoot people. Despite not knowing precisely which act 
would constitute the offence, the accessory was held liable for the resulting defence, which was precipitated by a 
bomb blast. An accessory who supplies tools for a burglary, for instance, will be liable even if he is unsure which 
house will be the subject of the burglary. It will not be necessary to prove perfect knowledge of the offence, but 
it will be necessary to prove that the person supplying the identification material had some substantive 
knowledge of the offence to be committed if they are to be held liable for the offence. As the member will note, 
it has to be a relatively high level of knowledge; that is, the person must have known that an offence was to be 
committed and must have willingly supplied the information to facilitate the commission of the offence. 

Mr A.J. Waddell: If they were asking for information about the compatibility of a credit card reader, that might 
be the increased threshold; that is, there is an expectation that they may be intending to use that equipment for 
that purpose. 

Mr C.C. PORTER: The first offence is making, using or supplying identification material; that is identification 
information, about which proposed section 489 states — 

identification material means — 

(a) identification information; or 
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(b) a record that contains identification information. 

A person would have to be supplying information or material with intent. 

The second offence is the possession of information or material with intent, and the final offence is the 
possession of identification equipment with intent that it be used to commit an indictable offence. Simply 
supplying or transferring equipment to another person will not necessarily be caught by this legislation. The 
mischief that this legislation is trying to cure is the second person’s possession of the equipment with the intent 
to commit an offence at that time. It seems to me that it would be almost impossible for someone from Tandy or 
another such store to be caught by this legislation by moving equipment across a counter. As I have said, the 
jurisprudence that would grow around that is about knowledge, and it comes from the law of parties to offences.  

The member then asked a question about extra-jurisdictional offences; that is, people coming into Australia or 
into Western Australia to commit an offence. This problem attaches to just about every sort of offence. It may be 
the case that someone comes into Australia to commit a murder or an armed robbery or to bring in the equipment 
to supply a murderer or an armed robber. Section 12 of the Criminal Code, “Territorial application of the 
criminal law” states that — 

(1) An offence under this Code or any other law of Western Australia is committed if —  

(a) all elements necessary to constitute the offence exist; and 

(b) at least one of the acts, omissions, events, circumstances or states of affairs that make 
up those elements occurs in Western Australia. 

Some portion of the offence, not all of it, has to be committed in Western Australia. I think this also goes in part 
to the member for Nollamara’s question, which I will address separately in a moment. As members may 
imagine, for an organised criminal gang to commit one of these identity crime offences in Western Australia—
that is, to break the law in Western Australia—something has to happen in Western Australia. It may be 
something as simple as a telephone call or the use of or access to an account in Western Australia. That would be 
enough. Of course we face the same problems as in any matter that must be investigated: we must identify the 
act, build a brief, charge the perpetrators and extradite them if necessary. It is not difficult. However, at least 
some part of the offence, that is at least one of the acts, omissions, events, circumstances or states of affair that 
make up the elements, must have been committed in Western Australia. If it is a case of supplying identification 
information, some element of the offence must have occurred in Western Australia in a substantive sense.  

I think that the member mentioned that we are about the last jurisdiction to bring in legislation of this type—and 
we are. In some ways, that has been a big help in drafting the legislation. I know the member for Rockingham 
talked about this being an undemocratic process, but in many ways it has been a very democratic process 
because I have, in a de facto way, worked with the member for Mindarie. I have had the benefit of the member 
for Mindarie’s not insubstantial efforts in drafting his proposed legislation, and also the benefit of looking at the 
legislation as it exists in other jurisdictions.  

There is perhaps the view that this pertains to standing order 230A of the other place, which states — 

(1) This order applies to a Bill that — 

(a) ratifies or gives effect to a bilateral or multilateral intergovernmental agreement to 
which the Government of the State is a party; or 

(b) by reason of its subject matter, introduces a uniform scheme or uniform laws 
throughout the Commonwealth. 

This legislation does not do that. In drafting the legislation, we have certainly looked at what has happened in the 
other states. It may even be said that at various Standing Committee of Attorneys-General meetings there has 
been agreement to ensure that each state legislates in this area; however, this legislation is not a copy, nor is it 
part of a harmonised scheme. In my view, the legislation does not fall within the terms of that standing order of 
the other place. Each jurisdiction has legislated—albeit different variants within a range—to cover this type of 
offence. As I think I stated in my second reading speech, an academic expert recently said that there was a view 
that Australia was overall perhaps something of a soft touch with regard to these offences. That may be because 
we have not yet felt the full force of the criminality in this area, which may be around the corner. 

The member then mentioned the difference between a scam and identity theft. With respect to legislation such as 
this, it is very important to keep in mind that in any given scenario a multiplicity of charges could be brought. 
This legislation attempts to cover a possible hole in the criminal law. In the case of the McDonald’s scam, it is 
likely that the first charge will be that of theft; however, it could also be argued that it was fraud. As I mentioned 
during the second reading debate of the private member’s bill, it is arguably an “attempt” if the person is caught 
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in possession of equipment before the offence occurs; however, the difficulty is in proving the attempt. This 
legislation steps back from the actual offence of taking money from an account and—if we can prove the intent 
of the people who are in possession of the equipment or the information, which is not always the easiest thing to 
do—sets up an offence of intent.  

Interestingly, proposed section 493, “Attempt offences do not apply”, states — 

Section 552(1) does not apply to an offence against section 490, 491 or 492. 

Therefore a person could not be charged with one of these offences and with an attempt, because this is an 
attempt to mimic the law, or to supplant or mirror the law, of attempt. 

Mr J.R. Quigley interjected. 

Mr C.C. PORTER: Exactly; so we have had to put that in to make it quite specific. Yes, the legislation will 
cover all sorts of amazing instances of offending.  

Before I turn to the comments made by the member for Nollamara, I will refer again to the definitions contained 
in this legislation. “Digital signature”—which, as the member for Mindarie noted, is being more and more 
widely used—is defined. The legislation defines “identification information” as — 

(a) a name, address, date of birth or place of birth; 
(b) information about a person’s marital status; 
(c) information that identifies a person as another person’s relative; 
(d) a driver’s licence number; 
(e) a passport number; 
(f) biometric data; 
(g) a voice print; 
(h) information stored on a credit card or debit card; 
(i) a financial account number, user name or password; 
(j) a digital signature; 
(k) a series of numbers or letters, or both numbers and letters, intended for use as a means of 

personal identification; 

I think there, amongst other things, we are trying to head up passwords of various types. It continues — 

(l) an Australian Business Number, as defined in the A New Tax System (Australian Business 
Number) Act 1999 (Commonwealth); 

As the member for Forrestfield pointed out, there may be any number of other things that presently exist—we 
thought of a number—or will exist in the future, that fall within the definition of identification information. That 
is a standard form of legal drafting to give flavour and tone to what it is that we are seeking to capture. But, as 
the member pointed out, a whole range of things that we intend to capture in this legislation may not be taken up 
by, or may fall outside, the legislative definitions as they pertain to specific matters.  

The member for Nollamara raised the issue of federal-state law and the potential for a conflict or crossover. As 
the member would appreciate, about 90 per cent of criminal law is conducted by the states. Criminal law is one 
of the few areas in which the growth in commonwealth policy authority has not been pervasive. Most of the 
criminal law is conducted by the states. The commonwealth DPP conducts matters with respect to 
commonwealth law. That means, in effect, that a prosecutor at the commonwealth DPP would deal with social 
security fraud and things of that nature. There are also other crimes that the commonwealth would deal with 
through its powers under section 51 of the Constitution, such as importation, boat people and illegal entry. As the 
member for Nollamara has also pointed out, a range of areas are regulated by the commonwealth, such as the 
Stock Exchange and superannuation accounts. The member gave the example—a good example, I think—of a 
person who went to the letterbox of another person and pulled out a statement saying that the person had $30 000 
in his GESB super account — 

Ms J.M. Freeman: And the statements come out at the same time every year. 

Mr C.C. PORTER: Yes — and asking whether the person would like to roll that amount over or move it to 
another account. Of course that potentially could be the precursor to an offence. It is not inconceivable that the 
type of offending that would occur in that situation could be the subject of both a federal prosecution and a state 
prosecution. That would not necessarily in my view be a bad thing, because it provides those options. Under this 
legislation, we might argue that the person who has taken that material is in possession of identification material 
with intent to commit an indictable offence. If a police officer had a warrant to search a person’s house for some 
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relevant matter, and the police officer found in the person’s house 600 of those types of letters that the person 
had plucked out of letterboxes in his local area, I think a strong case could be argued that there was intent to use 
those letters to commit a criminal activity—stealing, or whatever it might be. That is an example of the type of 
case that could be dealt with under this legislation. It is conceivable in that situation, because it deals with 
superannuation, that the matter would also be the subject of a federal prosecution. It is likely, as a matter of 
practice, that once one level of government had taken up that matter, it would not be prosecuted by the other, but 
it is conceivable that it might.  

The member also raised the fact that for matters on which the federal government has legislated, such as the 
Stock Exchange and superannuation, it has set up a range of checks to ensure that if money is moved around 
without the authorisation of the owner of the money, alarm bells will ring and so forth. I cannot say that I am an 
expert in this field. The member asked whether this legislation contemplates those types of checks being put in 
place. Even though it has taken some time to draft this legislation, it does not go into that level of detail. I am not 
sure what the answer is with respect to GESB, but I will speak with the Treasurer about that. 

I refer now to the member’s contention that a large multinational fast-food chain might be able to identify at a 
very early point if this sort of offence is taking place. That might be the case. I am not certain whether it would 
necessarily be as easy for organisations like fast-food chains to do that as it would be for organisations that are 
dealing with superannuation accounts. I do not know what the technicalities of that would be. If we take the 
EFTPOS scam that occurred recently, I would imagine, from what I can garner from the information that I have 
received about that offence, that the first sign that anything had gone wrong would be when people find out that 
they have lost money from their account, and they trace back what their transactions have been.  

Ms J.M. Freeman: Do they not get a printout? Could they not tell from that? 

Mr C.C. PORTER: I think what happened was that the transaction went through okay, people bought their 
cheeseburger meal, $14 was deducted from their account, and they got their receipt, but, at the same time, their 
details had been pushed off into cyberspace and were received by another person. I take the point that the 
member has raised. I think that degree of regulation would probably be easier in the case of large quangos and 
statutory bodies and organisations such as that. But, no doubt, some degree of self-regulation will have to be 
devised for large corporations that use EFTPOS, because it is incumbent upon them, to an extent, to ensure that 
they are not facilitating, unwittingly and unintentionally, the commission of an offence. Of course I imagine that 
the difficulty will be that the first sign that an offence has been committed will be when the money has been 
taken out of the account. This seems to be a technical problem. People will need to check their equipment 
constantly and repetitiously to ensure that it has not been tampered with. 

Ms J.M. Freeman: I would have thought that would be part of their risk management. What I am asking is 
whether there has been any discussion with any other departments about risk management strategies—even an 
education program for small businesses—because it is better to prevent it from happening than to have to wait 
until the money has disappeared into the ether so that the people who have been affected have to get a certificate 
to say that they have been the victim of identity theft to try to get their money back. It is at the pointy end that we 
want to try to do this, isn’t it? 

Mr C.C. PORTER: I can say that that has not been part of the drafting of this legislation to the extent that that 
could occur. It is certainly something that I will keep in mind and look into. Of course that will need to happen 
first with government agencies. When it comes to large corporations, that is another matter entirely. 

Ms J.M. Freeman: Large corporations tend to come under ASIC law and corporations law, but in terms of 
commerce and consumer affairs — 

Mr C.C. PORTER: As the member has pointed out, after WorkChoices, this is now the province of the 
commonwealth government. It can legislate now for anything with respect to corporations, so it would be a 
matter for the commonwealth. But I take the point that a range of government agencies — 

Ms J.M. Freeman: I understand that. I am talking about businesses that are not corporations. 

Mr C.C. PORTER: A range of government agencies deal with personal information.  

Ms J.M. Freeman: Exactly. 

Mr C.C. PORTER: I take the member’s point that it may be timely to have a review of the way risks are 
managed in that area. But at least that deals with the member’s questions as they pertain to the way in which this 
legislation has come into being. I will not go on for much longer, given the fact that on two previous occasions, 
in the context of the member for Mindarie’s private member’s bills, we have spoken about the need for this 
legislation and why it has come in. But I will say again, so that it is on the record for the purposes of this bill, 
and in case this debate is ever looked at for the purpose of interpretation, that the problem that is sought to be 
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cured by this bill is the fact that it would be very difficult to prove an attempt to an offence in a circumstance in 
which a person was in possession of material that was otherwise innocuous. It is the case all the time that each of 
us receives the sort of material that is listed in this bill as being identification information. It is commonplace for 
any number of us to receive another person’s driver’s licence number or passport number, or a financial account 
number or a user name or password. That sort of information is transferred all the time. 

Ms J.M. Freeman: In a financial institution, it would be a major breach of ASIC and corporations law if the 
financial institution were to send that sort of a personal information to another person. That would certainly be a 
trigger in a risk management process. 

Mr C.C. PORTER: I absolutely agree. Of course the privacy legislation applies in this area as well. But, by the 
same token, every day we go to stores such as a video store and they ask to look at our driver’s licence, and often 
they photocopy it. The earliest form of this criminal-type behaviour that I can recall occurred when I was 
working at the office of the DPP. At that time, we still had the old-fashioned card-reading machines, where a 
slide would be run across the card, and an imprint of the card would be made on a piece of paper. The imprint 
would be used by a restaurant, for example, to take money out of the person’s account to pay the bill, and the slip 
of paper would be thrown in the bin. The criminal behaviour that occurred in that instance was that people would 
take that slip of paper out of the bin and use it to construct identification material that they could use to commit 
an offence. The difficulty, however, that that presented as a lacuna in the criminal law was that if we were to find 
in a person’s house 15 of those slips of paper, we might have a very strong suspicion that the person was up to 
no good, but had the person done something that we might be able to charge the person with as an attempt? 
Under section 4 of the Criminal Code, “an attempt” means that the person has intent to commit an offence, and 
the person has begun to put his intent into execution by doing an act that is more then merely preparatory to the 
commission of the offence, but the person has not fulfilled the intent to such an extent as to commit an offence. 
Even by virtue of the unusual coalescence of finding five or six of such slips of paper in a person’s kitchen, and 
even if we could prove beyond reasonable doubt that the person had intent to commit the offence of stealing, it 
would be difficult to prove that the person had done anything that was more than merely preparatory just by 
taking those slips of paper out of the bin. That would be arguable and difficult to prove. Under this legislation, if 
we could get across the hurdle of proving intent to commit an offence, the fact that a person was in possession of 
another person’s identification material or information would give rise to at least the possibility that there would 
be an appropriate offence for which to prosecute that person.  

I will not go on any further on this matter. I thank members opposite for their contributions to the bill. I 
apologise that the bill was late coming to the house. I accept what the member for Rockingham has said. My 
apology to him is that it was late, which it was. I was unable to give the bill to anyone until it had passed through 
my party room, which is indicative of how late it was. I will simply cop the fact that I did not do that in the 
moments after leaving the party room as an indication of my lack of experience of the appropriate procedure in 
this place, and I did not mean any malice or disrespect. That should have happened. If this unusual circumstance 
arises again, the member will get it as soon as it leaves the party room. He has my apology for that and I thank 
him for his forbearance, as ungracious as it always is! 

Mr M. McGowan: Did you say “ungracious”? 

Mr C.C. PORTER: Yes, I did say “ungracious”. I also thank the member for Mindarie for his, what I will put as 
high as, assistance through the two private member’s bills that he drafted, because we learnt a great deal from 
those, and also for his input to the second reading debate. 

Question put and passed. 

Bill read a second time. 

Leave granted to proceed forthwith to third reading. 

Third Reading 

MR C.C. PORTER (Bateman — Attorney General) [4.00 pm]: I move — 

That the bill be now read a third time. 

MR J.R. QUIGLEY (Mindarie) [4.00 pm]: We indicated at the outset that we supported this bill and that we 
did not want to do anything to delay its passage. I think there was sufficient discussion of the provisions of the 
bill in the second reading debate to not warrant holding up the chamber any longer by going into consideration in 
detail. As I said in my contribution to the second reading debate, this bill is not like some other bills that have 
recently been introduced in this place to deal with a perceived problem; this bill seeks to address in an effective 
way a very real problem. I note that at the national convention on identity crimes, it was noted that one of the 
most common ways for identity crime to be facilitated is through the popularity of the use of Facebook, 
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YouTube and other social networking sites, on which people, young people especially, are encouraged to publish 
their name and address, date of birth and other identity information. Members of the public have a 
responsibility—it cannot all just be left to legislation—to exercise due prudence over where they publish 
information about their identity. But this warning is often unheard or unheeded by the young on these social 
networking sites. We support the bill. We are hopeful that it will be a useful tool in the hands of the law 
enforcement officers of this state in bringing to book those who seek to profit from others by using their identity, 
and that we will see a commensurate reduction in the number of offences of this nature. 

Question put and passed. 

Bill read a third time and transmitted to the Council. 
 


